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A B S T R A C T   

With the continuous development of transportation electrification, Electric Vehicle Charging Stations (EVCS) 
have become pivotal components, necessitating robust cybersecurity frameworks to mitigate potential threats. 
This work explores the complex dynamics of Distributed Denial of Service (DDoS) attacks aimed at EVCS, 
highlighting the multifaceted interplay between the generation of attack traffic and its implications on grid 
stability. Introducing a novel mathematical model for extensive DDoS attacks on EVCS, this work simulates the 
attack methodology through a time-variant Poisson process, encapsulating the behaviors of attacks bots and their 
cumulative impact on the targeted EVCS. The model further incorporates the variability of attack intensity, 
utilizing the Ornstein-Uhlenbeck process to reflect on the temporal evolution and traceability of the attacks. 
Moreover, by integrating queueing theory, the model facilitates a detailed examination of traffic dynamics under 
DDoS conditions, providing insights into potential delays and service interruptions. The study also investigates 
the impact of DDoS attacks on both the dynamic and steady-state operation of the grid, offering a comprehensive 
perspective on the cybersecurity threat landscape. Simulation outcomes confirm that successful disruptions in 
EVCS due to DDoS attacks can lead to significant disturbances, underscoring the need for robust cybersecurity 
protocols.   

1. Introduction 

The transition towards transportation electrification is central in the 
global efforts to mitigate climate change and reduce greenhouse gas 
(GHG) emissions. At the forefront of this movement, Electric Vehicles 
(EVs) are poised to play a significant role in reducing emissions. How
ever, their widespread adoption introduces complex and novel chal
lenges in cyber-physical security, including their potential utilization as 
attack surfaces to infiltrate and compromise energy networks. These 
threats may not only have extensive implications for the stability of 
energy infrastructures, but also present significant risks to the safety of 
EV owners. 

As smart grid technologies proliferate, there arises an imperative to 
establish expansive communication networks, thereby increasing po
tential security vulnerabilities associated with reliance on digital sys
tems. The smart grid aims to create a self-regulating energy network 
with numerous interconnected components capable of bidirectional 
communication [1]. Such systems strive to achieve advanced grid 
infrastructure that promote optimal energy usage and management, 

ensuring reliable, cost-effective, and scalable energy solutions. Howev
er, this futuristic view of the grid faces significant challenges, as the 
smart grid’s dependency on extensive networking and data exchanges 
exposes it to cyberthreats. Even minor security breaches can lead to 
severe consequences for smart grid components, putting consumers at 
risk [2]. Additionally, incorporating millions of EVs into power grids 
amplifies these cybersecurity risks. These vehicles could be leveraged as 
novel vectors for attacks, significantly endangering the smart grid’s se
curity. Such vulnerabilities could be exploited for political, social, or 
military objectives [3,4]. 

In contrast to internal combustion vehicles (ICVs), EVs exhibit 
unique challenges within the realm of cyber-physical systems as inter
connected devices. Despite its increasing prominence, the domain of EV 
cybersecurity remains substantially uncharted, with considerable 
progress yet to be achieved. Recent years have witnessed a heightened 
awareness of the potential severe consequences for both vehicle opera
tors and service providers, thereby placing the cybersecurity of EVs into 
spotlight. Attacks not only risk personal privacy and safety but also pose 
threats to the stability of the energy grid, questioning the sustainability 
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and reliability of EV technology. Consequently, robust cybersecurity 
protocols have become essential for the broader acceptance of EVs. 
Cyberattacks can inflict considerable economic damages, manipulate 
energy resources, and precipitate data breaches, potentially jeopardiz
ing lives and eroding public confidence in the EV technology. Therefore, 
it is crucial to develop a secure and resilient EV infrastructure that can 
effectively detect and counteract cyberthreats. 

As the EVs market continue to grow, a diverse set of stakeholders 
including energy providers, automotive manufacturers, end-users (EV 
owners), governmental agencies, and grid administrators becomes 
increasingly engaged in the EV marketplace. Accordingly, Electric 
Vehicle Charging Stations (EVCS) are recognized as critical in
frastructures that necessitate enhanced protective measures against 
cyberthreats to facilitate their effective integration and functionality 
within the expansive EV ecosystem. The accelerated integration of EVs 
into local energy grids mandates the development of robust cyber- 
physical systems, ensuring secure and reliable bidirectional communi
cation pathways. Specifically, the rapid incorporation of EVs increases 
their vulnerability to cyberattacks, potentially affecting all related 
stakeholders, driven by a range of motives. The potential for Distributed 
Denial of Service (DDoS) attacks poses a significant concern, as these 
could specifically target EVCS, disrupting their operation and compro
mising the stability of the broader grid infrastructure. This emergent risk 
of cyber intrusions demands comprehensive investigative efforts, aimed 
at ensuring the secure and seamless integration and operation of EVs 
across multiple dimensions. Therefore, this work presents an in-depth 
exploration of the cybersecurity of EVCS by discussing vulnerabilities 
due to DDoS attacks. In addition, the major contribution of this work, 
that was never reported in literature to the best of our knowledge, 
include the following:  

1. A detailed mathematical model is presented, capturing the intricate 
behavior of DDoS attacks, their unpredictable nature, and the col
lective influence of botnets over EVCS.  

2. By incorporating a time-variant Poisson process along with the 
Ornstein-Uhlenbeck process, the paper illustrates the variability in 
attack intensity and sheds light on the attack’s progression and 
tracking over time against EVCS.  

3. The utilization of queueing theory within this work contributes a 
novel discussion of traffic dynamics under DDoS attack conditions, 
helping to understand potential disruptions and delays in service, 
which is crucial for planning mitigation of similar cyberthreats.  

4. The study examines the impacts of DDoS attacks on critical grid 
parameters such as active and reactive power, voltage, current, fre
quency levels, and generator’s performance providing a hint on the 
implications of DDoS attacks on the dynamic and steady-state 
operation of the grid. In uncovering the complex mechanisms of 
these attacks and their potential effects on EVCS and grid stability, 
this work aims to foster a more secure and resilient smart grid 
environment. 

2. DDoS threats on the landscape of electric vehicle charging 
stations 

EVCS acts as an interface enabling EVs to charge or discharge energy 
into the power grids. Given their composition of both cyber and physical 
components, EVCS are susceptible to cyberattacks [5]. Such attacks 
might manifest as follows: an EV connected to a standalone or grid- 
integrated EVCS could become compromised. Once under cyber con
trol, this scenario poses multiple security risks:  

1. The compromised EV may allow the hacker to access the local power 
grid or hold the EV hostage, manipulating its various functionalities. 

2. The hacker might interfere with the EV’s charging process, poten
tially causing outcomes like equipment failure, thermal runaway, or 
manipulation of energy demands. 

3. The attacker could disrupt the EV’s charging or discharging opera
tions via a Denial of Service (DoS) attack, potentially inducing 
instability in the local grid, particularly if many EVs are affected 
concurrently. 

The physical layer of EVCS includes devices such as protection 
equipment, controllers, sensors, as well as vehicle charging communi
cation devices like power line communication (PLC), advanced metering 
infrastructure (AMI) devices, and power electronics circuits. While 
generally protected from cyberthreats, the cyber layer—which manages 
these physical components via communication links—is highly suscep
tible to cyberattacks. Such attacks can inflict severe damage on the 
physical components. The connections that integrate the EV with the 
power grid through the EVCS include elements like communication 
links, internet service portals, in-vehicle electronics, on-board charging 
controllers (OBC), conventional power factor correction (PFC) circuits, 
human–machine interfaces (HMIs), radio interference devices, and 
original equipment manufacturers (OEMs). Hackers often target the 
EVCS with the goal of disrupting the efficiency of the charging/dis
charging process or causing substantial damage to the system compo
nents. Fig. 1 illustrates a typical EVCS system architecture, depicting the 
interconnection of the physical and cyber layers at the station. 

EVCS plays a significant role in the rapid electrification of trans
portation systems and is central, at the same time, to maintaining proper 
balance between supply and demand within modern power grids [6]. 
Cyberattacks targeting these systems have the potential to disrupt this 
balance through the manipulation of charging and discharging processes 
[7]. Such disruptions can lead to unpredictable power demand fluctu
ations, causing grid instability or even widespread blackouts. The ram
ifications of these disturbances are profound, extending beyond the local 
environment of the EVCS to potentially affect the broader grid infra
structure. Furthermore, the efficiency and economic viability of EVs are 
significantly compromised by cyberattacks on EVCS. Interruptions or 
alterations in the charging schedules of EVs induced by cyberattacks can 
result in inefficient grid utilization. This inefficiency not only burdens 
the grid during peak demand periods but also leads to under-utilization 
during off-peak times. The economic impact of such inefficiency en
compasses increased operational costs, potential revenue losses, and the 
accelerated degradation of infrastructure components, culminating in 
increased energy costs for end-users. Additionally, the security of the 
grid’s communication networks, which facilitate the interconnection 
between EVCS and the grid, is pivotal. These networks transmit critical 
operational and management data, and their breach can lead to unau
thorized access to grid controls and sensitive information. The impli
cations of such breaches are far-reaching, potentially enabling large- 
scale manipulation of grid operations or data theft, posing a signifi
cant security threat. 

The efficacy of DDoS attacks, as evidenced in their application 
against EVCS and broader smart grid infrastructure, can be attributed to 
their inherently distributed and sophisticated nature. This characteristic 
significantly complicates the task of combating and tracing these 
cyberthreats [8]. In comparison to other forms of cyber aggression such 
as False Data Injection (FDI), the selection of DDoS attacks as the focal 
point for this study is due to their direct and considerable impact on the 
operability of EVCS. The overwhelming traffic produced by DDoS at
tacks leads to observable disruptions, in contrast to the subtle manipu
lation’s characteristic of FDI. Moreover, the accessibility and 
exploitation of communication channels by DDoS attacks underscore 
their relevancy and the challenge they pose in detection and mitigation 
efforts. Thus, the study prioritizes DDoS attacks, whose diversified and 
complex methods like jamming, flooding, de-synchronization, and 
amplification, offer a broad spectrum of challenges for cybersecurity 
defenses within the EVCS infrastructure. A key characteristic of these 
attacks is the utilization of spoofed IP addresses, a method that effec
tively conceals the attackers’ identities. This approach to obfuscation 
greatly impedes efforts to trace the origins of DDoS attacks, a necessary 
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step in both understanding and mitigating the threat. Within the context 
of EVCS, accurate source tracing is crucial for the security of the 
charging infrastructure, which is essential to the operational continuity 
and resilience of the smart grid. Furthermore, DDoS attacks exploit 
existing vulnerabilities within internet-connected hosts, targeting 
weaknesses not only in traditional network layers but increasingly in 
application layers as well. This trend towards targeting higher-level 
protocols and software components is particularly alarming for sys
tems like EVCS, which depend on sophisticated software interfaces and 
communication protocols for grid synchronization and operational 
management. 

In addressing DDoS attacks, a thorough comprehension of their di
mensions is critical. This includes an understanding of attack typologies, 
methodologies, and potential points of exploitation. Research literature 
over the past decade, including studies in [9–12], has yielded extensive 
classifications and analyses of DDoS attacks, demonstrating the evolving 
and complex nature of these cybersecurity challenges. From a technical 
perspective, counteracting DDoS threats within the context of EVCS and 
smart grids requires a multi-faceted approach. This approach should 
incorporate advanced detection algorithms, robust mitigation strategies, 
and the development of resilient system architectures. It also necessi
tates the continuous evolution of cybersecurity measures to preempt and 
adapt to the dynamic landscape of cyberthreats. Guaranteeing the se
curity and reliability of EVCS against such sophisticated attacks is 
imperative not only for the immediate protection of these systems but 
also for the broader stability and sustainability of smart grid technolo
gies [13]. 

A recent development in the realm of DDoS attacks within wireless 
networks involves the disruption of communication at the physical 
layer, specifically targeting smart grid devices. This disruption is ach
ieved through signal jamming, a technique that varies in complexity 
from continuous interference transmission to more sophisticated 
methods exploiting application layer protocol vulnerabilities [10,14]. 
The authors in [15] orchestrated a jamming attack aimed at two ob
jectives: disrupting electrical service within a specified timeframe and 
inducing physical disturbances in the power grid frequency, leading to 

load shedding. Other studies such as in [16,17] investigated both jam
ming and countermeasures in a multichannel wireless network linking 
remote sensors to a smart grid’s control center. The interaction between 
the grid sensors and the attacker was modelled as a zero-sum stochastic 
game, highlighting the strategic nature of these attacks and defenses. 
When it comes to EVCS, these DDoS-based jamming attacks present a 
significant threat. They could potentially disrupt the communication 
between EVCS and the control systems of the smart grid, leading to 
charging delays or even complete service denials. This disruption is not 
just a matter of inconvenience; it could have broader implications for 
grid stability, especially if timed to coincide with peak demand periods. 
To detect and mitigate such jamming attacks in the context of EVCS, 
techniques often focus on analyzing network signal stability parameters, 
like signal strength indicators and packet loss rates [18]. Other strategies 
include consistency monitoring, delayed disconnects, and observing of 
the media access control layer for signs of misbehavior. Additionally, 
intelligent channel selection can be employed to avoid channels under 
attack, enhancing the resilience of EVCS communication networks 
against such disruptions [19]. These strategies are significant in main
taining the operational integrity of EVCS within the smart grid, ensuring 
that EVs can be charged reliably without jeopardizing the stability of the 
entire distribution system. 

Building on the discussion of jamming attacks and their implications 
for EVCS, another prevalent type of DoS cyberthreat is the flooding 
attack. This type of attack aims to overwhelm the network, leading to 
delayed or completely interrupted communications between legitimate 
devices within the smart grid, including EVCS. Such attacks exploit 
various network protocols, namely Internet Control Message Protocol 
(ICMP), User Datagram Protocol (UDP), or Transmission Control Pro
tocol (TCP), to generate significant disruptions. Despite their simplicity 
in execution, the impact on network functionality can be substantial. 
TCP SYN Flooding, for instance, utilizes the TCP/IP protocol’s three-way 
handshake mechanism, which is susceptible to exploitation by many 
smart grid protocols, including those used by EVCS like Modbus TCP 
[20]. In this type of attack, the perpetrator sends a SYN request packet to 
the EVCS, which responds with an SYN/ACK packet and awaits a 

Fig. 1. Physical and cyber layer connections involved with typical EVCS.  
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concluding ACK packet to establish the connection. However, by omit
ting the ACK packet, the attacker forces the EVCS to keep the port open 
indefinitely, eventually depleting its capacity to initiate new connec
tions with legitimate devices. This form of attack can cripple the oper
ational capabilities of EVCS, leading to significant delays in charging 
processes and potentially impacting broader grid functionality. Simi
larly, UDP Flooding attacks involve targeting the EVCS with a high 
volume of packets directed at random ports. As highlighted in [21], such 
attacks can have devastating effects, potentially leading to wide-spread 
blackouts in the energy infrastructure. If the EVCS cannot communicate 
effectively with the control center, this might lead to a failure in man
aging power distribution demand, resulting in widespread grid 
instability. 

Ping flooding, another DoS variant, overloads the network with 
ICMP Echo Request (ping) packets [22,23]. This attack utilizes the entire 
bandwidth available to the victim, in this case, the EVCS, hindering it 
from processing legitimate communications. Depending on the EVCS’s 
role in the smart grid, such an attack could have varying physical con
sequences, from delayed critical messages to complete service disrup
tion. To mitigate these flooding attacks, deploying network Intrusion 
Detection Systems (IDS) and anomaly detection is crucial [24–27]. 
These IDS systems are designed to monitor network traffic for signs of 
unusual activity, facilitating a rapid response to potential threats. 
Additionally, advanced moving target defense mechanisms, as outlined 
in [25], can be employed to dynamically alter network configurations, 
making it increasingly difficult for attackers to exploit such vulnerabil
ities. In the context of EVCS, the implications of flooding attacks are 
profound. As EVCS are pivotal in balancing energy demand and supply 
within the future smart grid, any disruption to their operation can have 
cascading effects on the stability and efficiency of the entire grid. 
Therefore, ensuring robust cybersecurity measures for EVCS against 
such attacks is not only essential for the reliability of EVs charging 
infrastructure but also for the overall resilience of the smart grid. 

Continuing the exploration of cybersecurity threats to EVCS, a 
further critical concern emerges from DDoS-like de-synchronization 
attacks. These attacks are particularly insidious due to their capacity to 
disrupt the exact timing necessary for numerous smart grid applications, 
essential for the operation of EVCS. Such applications often rely on 
synchronous measurements that necessitate precise timing information. 
GPS signal spoofing is a prevalent method utilized to execute de- 
synchronization attacks within the smart grid. Most measurement 
equipment, critical to the operation of EVCS, depends on GPS to secure 
accurate timing. These devices regularly sample attributes such as fre
quency and voltage, aligning these measurements to a common time 
domain managed by the control center. The authors in [28,29] explore 
the impact of de-synchronization attacks on smart grid applications, 
including transmission line fault detection, voltage stability monitoring, 
and event localization. They illustrate how time de-synchronization at
tacks can compromise these applications, leading to faulty operations 
within the smart grid. Moreover, these attacks can be executed by 
exploiting vulnerabilities in the Precision Time Protocol (PTP), as 
detailed in IEEE 1588 protocols. This protocol, crucial for time syn
chronization among devices with disparate clock resolutions, is exten
sively utilized in smart grids at the substation level for microsecond- 
accuracy measurements. The PTP master, deriving its timing from GPS 
signals, is susceptible to several types of attacks, including DoS, packet 
manipulation, and selective packet delay [30]. An attack that introduces 
delays in the PTP master communication pathway can significantly 
disrupt the timing of connected devices, impacting essential function
alities such as fault localization and differential protection. For EVCS, 
the ramifications of such de-synchronization attacks are considerable. 
As these stations increasingly depend on precise timing for effective 
energy management and grid integration, any disruption can lead to 
charging inefficiencies, potential energy wastage, and may even jeop
ardize the stability of the local grid. To counteract de-synchronization 
threats, several strategies have been developed. Monitoring the GPS 

carrier-to-noise ratio across different layers is an effective technique to 
detect time de-synchronization attacks [31,32]. Additionally, utilizing 
highly stable atomic clocks or adhering to the IEEE 1588–2008-time 
synchronization protocols provide a layer of protection [33]. The 
implementation of authentication mechanisms to counter spoofing at
tacks, which are often the primary facilitators of de-synchronization, is 
also crucial. Ultimately, protecting EVCS from de-synchronization at
tacks is important for the reliable and efficient operation of the smart 
grid. As the grid progresses with increasing reliance on precise timing for 
various functionalities, the significance of effective defense and miti
gation techniques against such cyber threats escalates. These measures 
are critical not merely for the security of individual EVCS but for the 
overall stability of the smart grid infrastructure. 

Amplification attacks are yet powerful type of DDoS attack that 
threatens the stability and functionality of EVCS. These attacks exploit 
network traffic reflection and amplification, overwhelming targeted 
systems with minimal effort from the attacker. In these scenarios, the 
perpetrator spoofs an IP address (reflection) and utilizes UDP-based 
protocols that generate a much larger response than the attacker’s 
initial request (amplification), overwhelming the network [34]. Unlike 
traditional flooding attacks, amplification attacks are more resource- 
efficient for attackers although more complex to implement. They 
exhibit four main characteristics [35]:  

• Distributed Nature: Utilizes multiple servers with UDP protocol.  
• Concealment: Attackers hide their identities by spoofing IP 

addresses.  
• Indirect Impact: Traffic reaches the victim indirectly via reflected 

amplification.  
• Increased Load: Traffic directed to the victims is significantly 

amplified. 

Within the EVCS landscape, common forms of amplification attacks 
include Domain Name System (DNS), Network Time Protocol (NTP), 
and Simple Network Management Protocol (SNMP) amplification. For 
example, DNS amplification involves sending UDP packets with forged 
IP addresses to DNS resolvers that act as amplifiers, leading to service 
interruptions by flooding the network with excessive responses [36]. 
Similarly, NTP amplification employs NTP servers to excessively over
load network communications [37]. 

Amplification attacks on EVCS present severe risks due to their 
reliance on stable network connections for operational efficiency and 
grid synchronization. Such attacks could profoundly disrupt these con
nections, resulting in charging delays, potential data loss, or even tem
porary cessation of charging capabilities. To counteract these threats, 
Yang et al. [38] propose an intrusion detection system specifically 
designed for synchrophasor measurements in smart grids. This system 
incorporates protocol-based whitelists with behavioral anomaly detec
tion and deep packet inspection to effectively counteract both man-in- 
the-middle and amplification attacks. The objective of such defense 
mechanisms, similar to those implemented against flooding attacks, is to 
prevent the saturation of network bandwidth or the overload of devices 
processing network packets. Ultimately, amplification attacks pose a 
critical cybersecurity challenge for EVCS. Their capacity to disrupt 
network operations necessitates the deployment of sophisticated de
fense and mitigation strategies. Ensuring the resilience of EVCS against 
such attacks is imperative for maintaining the reliability and efficiency 
of EVCS and, by extension, the stability of the smart grid system. 

To bridge the clear research gap in this emerging topic, Section 3 of 
this manuscript presents the proposed mathematical model, designed to 
simulate the dynamics of DDoS attacks on EVCS. Employing a time- 
variant Poisson process and integrating queueing theory, this model 
provides a robust framework to comprehend and identify these cyber 
threats for a safer and reliable operation of EVCS. 
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3. Proposed mathematical model of the DDoS attack generation 
on EVCS 

Given their unique consumption patterns, EVs could be utilized as 
novel attack vectors against the distribution grids. The unique con
sumption patterns of EVs provide opportunities for malicious activities 
that were previously considered unviable. Notably, even minor fluctu
ations in the EV charging loads can lead to disproportionately large 
disturbances in the grid if not isolated in a timely manner. Additionally, 
given the inherent properties of power flow, there is a possibility for the 
frequency to undergo rapid increases or decreases due to sudden load 
changes. Also, maintaining voltage within a specified range, commonly 
±8% of the nominal value, is crucial due to its direct correlation with the 
reactive power of the system. Moreover, due to the non-linear charac
teristics inherent in battery charging dynamics, a surge in reactive 
power demand from EV loads may result in notable voltage oscillations. 
DDoS attacks on EVCS, by disrupting communication and control pro
cesses, can intensify these issues, potentially destabilizing both dynamic 
responses and steady-state conditions of the power grid. 

This work introduces a stochastic model for simulating DDoS attacks 
on EVCS servers, utilizing the Poisson distribution as the core statistical 
framework. The objective is to ensure uninterrupted server operations 
by precisely identifying attack patterns within defined time intervals. 
Key assumptions include that DDoS attacks make EVCS servers un
available, and that these servers are equipped with Intrusion Detection 
Systems (IDS). This study set forth that attack occurrences are random, 
adhering to a Poisson distribution that captures the discrete event nature 
of network traffic. The model further assumes that the probability of 
server malfunction due to DDoS attacks is quantifiable and adheres to a 
specific distribution. It integrates a proactive monitoring policy, 
focusing on discrete packet count changes over time to detect attacks. 
Once an attack is detected, the server temporarily suspends client ser
vices to trace and mitigate the attack, restoring normal operations upon 
neutralizing the threat. 

The rate at which each bot generates attack requests is modeled as a 
dynamic process over time, described as a time-varying Poisson process 
denoted by λ(t). Within this framework, λbase represents the foundational 
attack rate, while λvar(t) represents the evolving variations in attack 
intensity as time progresses, as follows: 

λ(t) = λbase + λvar(t) (1)  

T(t) = N.

∫t

0

λ(s)ds (2)  

Here, λ(s) denotes the rate at which individual bots within the botnet 
generate attack requests at time s, while N represents the total number of 
active bots impacting the compromised servers in the EVCS. The tran
sition matrix, Qij, is employed to characterize the dynamic transitions of 
bots across various operational states. To clarify, considering i as the 
count of active bots at a particular moment and j as the count following a 
transition, the matrix Qij is formulated as follows: 

Qii(t) = − λi(t) (3)  

Qij(t) = λi(t).Pij(t) (4) 

When i=j, the transition rate is − λi(t), signifying that there is no 
change in the number of active bots. On the other hand, when the 
transition rate is positive, this indicates that the bots may change their 
states with Pij(t) representing the probability of changing the state from i 
to j. Moreover, the probability distribution of the number of attack bots 
follows a Poisson distribution, which could be defined by the cumulative 
attack rate: 

P(X(t + Δt) = iIX(t) = j ) = Poisson(i, λ(t)).Δt (5) 

The probability of observing k attacks in a time interval [0, k] is 
given by: 

P(X(t) = k ) =
e− Λ(t).Λ(t)k

k!
(6)  

Λ(t) =
∫t

0

λ(u)du (7)  

where Λ(t) represents the cumulative intensity function. The evolution 
of the attack rate for each bot is modeled as a stochastic process 
following the Ornstein-Uhlenbeck [39], as follows: 

dλvar(t) = − αλvar(t)dt+ σdW(t) (8)  

where α denotes the mean-reversion rate; σ denotes the volatility; and 
dW(t) represents the Wiener process that is used to reflect on the queue 
length, accounting for random variations in arrival and service pro
cesses. The expected value of the Wiener process increment equals zero, 
while its variance is proportional to the time increment dt, as follows: 

E[dW(t) ] = 0 (9)  

E
[
(dW(t))2

]
= dt (10) 

The size of each attack request can be modeled as log-normal dis
tribution, with the traffic received at the EVCS represented as follows: 

Attach − Size(t) ∼ LogNormal
(
μ, σ2) (11)  

Xreceived(t) =
∫t

0

X(s).Attack Size(s)ds (12) 

Queueing theory [40] is applied to manage the EVCS traffic during a 
DDoS attack. The M/G/1 queue model, featuring time-varying arrival 
rates and service rates, offers insights into the dynamic nature of 
incoming requests and their processing times. The queue length, 
essential for understanding potential delays during attacks, is described 
within the framework of stochastic fluctuations and random variations 
in system processes, illustrated as follows: 

dQ(t) = [λ(t) − μ(t)]dt+ dW(t) (13) 

Equations (13) models potential variations due to the DDoS attack, 
here Q(t) represents the queue length at the EVCS that captures the 
number of incoming requests that are waiting to be processed at time s, 
which is evolved based on the difference between λ(t) and the service 
rate μ(t). The service rate is an inversely proportional function of the 
capacity of charging ports of the EVCS. During a DDoS attack, if the 
attack disrupts the availability of some of those charging points, it can 
directly impact the service rate, as follows: 

μ(t) = C
Ractive(t)

(14) 

Upon detecting a DDoS attack, the server system immediately in
terrupts charging services to initiate a comprehensive trace of the 
intrusion. This trace, if successful, leads to the termination of the attack, 
and subsequently, the server system restores its operational state and 
resumes charging requests, thereby ensuring continuity and security 
post-attack resolution. The server’s return to service post-attack is 
modeled by a Beta distribution, B(t;α(t),β(t)), with time-varying shape 
parameters representing the distribution of the server’s recovery time. 
However, failure to trace attacks triggers a complex refreshment pro
cess, modeled by a distribution G(t), with a variable mean 1/G(t). This 
process incorporates a secondary Poisson model to simulate the likeli
hood of server recovery or failure during refreshment, providing a 
comprehensive view of server resilience in the face of sustained attack. 
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Here, this work utilizes a non-homogeneous Markov process to model 
the EVCS server’s refreshment process. The state transitions (from pro
cessing to refreshment, and from refreshment to either recovery or 
failure) are governed by time-dependent transition rates. The transition 
rate from refreshment to recovery, μr(t), and from refreshment to failure, 
μf (t), both vary over time. The transition probabilities over a small in
terval δt are given as follows: 

Pr→f (t, t+ δt) = μf (t)δt + o(δt) (15)  

Pf→r(t, t + δt) = μr(t)δt + o(δt) (16)  

where r, f , and s represent refreshment, failure, and successful recovery 
states, respectively. In the context of DDoS attacks, the modeling of the 
impact on EVCS needs to consider both steady-state and dynamic con
ditions of the grid. Steady-state models focus on long-term system 
behavior without transient effects, typically examining how persistent 
changes in demand affect voltage and frequency stability. Dynamic 
models, conversely, investigates the transient behaviors during and 
immediately after disturbances, essential for assessing the resilience of 
grid operations during fluctuating DDoS conditions. Hence, a successful 
launch of series of DDoS attack can affect the active and reactive power 
demand at the EVCS, as follows: 

PEVCS(t) = Pnominal − ΔPattack(t) (17)  

QEVCS(t) = Qnominal − ΔQattack(t) (18)  

where PnominalandQnominal represents the nominal active and reactive 
power of the EVCS while ΔPattack(t) and ΔQattack(t) represents the change 
of active and reactive power due to the DDoS attack. The active and 
reactive power impact can be further modeled based on the attack in
tensity and duration, considering the load profile and power distribution 
characteristics: 

ΔPattack(t) = Pload(t) − Psupply(t) − Ploss(t (19)  

ΔQattack(t) = Qload(t) − Qsupply(t) (20) 

Voltage and frequency deviations is highly expected to witness major 
variations due to the DDoS attack on EVCS and other grid-connected 
devices, as follows: 

ΔVch(t) = Vnominal − Vch(t) (21)  

Δfgrid(t) =
1
2π

(
ΔPattack(t)

M
−

ΔQattack(t)
D

)

(22)  

where ΔVch(t) represents the deviation of the charging voltage levels, 
which is the difference between the nominal per unit voltage Vnominal and 
the voltage during the time of the attack t. On the other hand, M and D 
represents the grid’s inertia constant and damping factor, which are 
important to quantify potential deviations in frequency levels. Also, 
such modeling must consider the operational constraints in distribution 
systems, as follows: 

Fig. 2. An illustration of performing DDoS attacks on EVCS as performed in the case studies.  
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Pmin ≤ PEVCS(t) ≤ Pmax (23)  

Qmin ≤ QEVCS(t) ≤ Qmax (24)  

Vmin ≤ V(t) ≤ Vmax (25) 

Fig. 2 presents an illustration of the wide-scale DDoS attack against 
an EVCS as envisioned in this work. 

4. Case studies and results 

4.1. Test system and simulation environment 

Table 1 offers a detailed view of the EVs charging demands across 
various penetration levels and charger capabilities. The penetration 
benchmarks, namely 10%, 18%, 25%, and 30%, are designed to assist 
utilities and policymakers in understanding the potential upsurge in 
electricity demand as EV adoption grows. Level 2 chargers, primarily 
operating within the 208–240 V range, are common in both residential 
and commercial settings. The 7.2 kW level is typical of standard home 
chargers, often found in residential areas, workplaces, and small 
microgrids systems. Similarly, the 11 kW and 19 kW chargers, noted for 
their higher capacities, are frequently utilized in commercial settings 
where Level 2 charging is essential. On the other hand, Level 3 or DC fast 
chargers, with designs that enable rapid charging, are suitable for public 
charging stations or fleet operations. 

To explore the ramifications of the DDoS attacks on the EVCS, this 
study utilizes a modified IEEE 33-bus distribution test system, with 
proposed EVCS located at buses 13, 18, and 33, and a wind turbine of 
2.6 MW output on bus 3, as illustrated in Fig. 3. The Python environment 
serves as the simulation tool in this work, where specific Python-based 
power system simulation libraries facilitate power flows, contingency 
analyses, and other relevant power system operations. The power factor 
associated with the EV charging process is defined as p.f. = 0.92 lagging. 
Data on the arrival and departure of EVs to the EVCS were sourced from 
references [41,42]. 

The Python-developed simulation model adeptly captures the com
plexities of DDoS attacks targeting the communication infrastructure of 
the modified IEEE 33-bus test system, with a particular focus on the 
EVCS servers. The integration of “PyPSA” and “Pandapower” in this study 
enables comprehensive modeling of the power grid’s responsiveness to 
cyber disruptions. Notably, “PyPSA” plays a crucial role in simulating 
grid dynamics and power flow during attack scenarios, while “Panda
power” provides robust tools for contingency analysis and network 
configuration under simulated attack conditions. The results from the 
model deliver a detailed perspective on attack dynamics, unveiling the 
frequency, intensity, and success rates of the simulated attacks. 

In this simulated context, DDoS attacks are conceptualized as sto
chastic processes designed to overload the EVCS’s communication 
channels with an overwhelming volume of data packets. The attack 
pattern adheres to a Poisson distribution, ideally suited for modeling the 
occurrence of independent events within a set time frame. The param
eter λ signifies the average number of attacks per unit time, allowing for 
the simulation of varied attack intensities. The communication 

infrastructure within the EVCS is depicted as data pipelines, specifically 
designed to manage network traffic capacities. Under standard oper
ating scenarios, these pipelines facilitate the transmission of control 
signals, status updates, and user requests. Python’s handling of asyn
chronous I/O operations provides a realistic emulation of these pipe
lines, with the “asyncio” library proving essential for simulating 
communication link behavior in terms of capacity and latency both 
during normal operations and under attack conditions. 

Data packets in the simulation are treated as distinct objects, each 
defined by attributes like size, source, and destination, reflecting real- 
world network traffic. These packets are generated at rates determined 
by the Poisson distribution, using the “NumPy” library for random 
sampling, resulting in a realistic modeling of both legitimate and mali
cious data traffic. This Poisson model is also employed to simulate the 
frequency of attack events, with the Python implementation utilizing the 
“numpy.random.poisson” function to determine the occurrence of attacks 
within each interval, consistent with the defined rate parameter λ. 
Furthermore, the duration of each attack, or the period during which the 
communication channel is overwhelmed, is modeled following a Poisson 
distribution, with μ denoting the mean duration of attacks. This model 
facet enables the exploration of both transient and prolonged attacks, 
shedding light on their respective influences on the EVCS. Fig. 4 show
cases the outcomes of simulating random DDoS attacks on EVCS servers, 
where only two out of 52 attacks within a 1000-second interval suc
cessfully disrupted the servers by denying charging requests. Impor
tantly, the instances of successful attacks highlighted in Fig. 4 reflect 
scenarios where the IDS were either momentarily overwhelmed or the 
attack signatures were sophisticated enough to bypass detection mech
anisms. These rare successful attacks exemplify potential real-world 
situations where, despite robust security protocols, a residual risk of 
compromise persists. These anomalies within the attack distribution 
provide valuable insights for refining IDS algorithms and enhancing 
system defense protocols. By adopting the Ornstein-Uhlenbeck process 
to account for variability in attack intensity, this study recognizes the 
temporal correlations in attack rates that may induce periods of 
increased risk. During such high-risk phases, the IDS is required to 
function with enhanced sensitivity, which might be bypassed by a 
coincidentally well-timed and large-scale attack, as evidenced by the 
successful attacks depicted in Fig. 4. 

4.2. Small-scale DDoS attack generation 

To put it in context, this study initiates various adversarial DDoS 
attacks aimed at introducing load manipulations that induce significant 
frequency deviations within the grid. In this scenario, an incremental 
load of 3 MW, representative of 429 EVs each utilizing 7.2 kW level 2 
chargers, was distributed across selected buses—13, 18, and 33—within 
the test system. Initially, DDoS attacks were strategically implemented 
at an EVCS located at bus 13, which supports 15% of the load on the 
distribution feeder. This involved orchestrating a denial of service to 12 
charging ports at three specific times: t1 = 80 s, t2 = 180 s, t3 = 355 s, as 
illustrated in Fig. 5. The duration of the attacks, prior to the activation of 

Table 1 
Penetration levels of EVs in regular distribution feeder.  

Penetration levels 10% 18% 25% 30% 

Level 2 chargers     
7.2 kW 1,500 2,700 3,600 4,320 
11 kW 2,100 3,780 5,250 6,300 
19 kW 3,800 6,840 9,500 11,400  

Level 3 chargers     
40 kW 8,500 15,300 21,250 25,500 
240 kW 50,000 90,000 125,000 150,000  

Fig. 3. Modified IEEE 33 test system with wind generator on bus 3 and EVCS on 
nodes 13, 18 and 33. 
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protective measures, lasted 10, 20, and 32 s respectively. Fig. 5 also 
highlights the impact of these attacks on the power output from the 
EVCS at bus 13, where a complete denial of service to 12 ports resulted 
in a very minor, almost negligible, frequency disturbances during the 
attack periods, primarily due to the limited scale of the attack. The 
observed fluctuations in active power, as illustrated by the lower part of 
Fig. 5, reveal the grid’s vulnerability to even small-scale attacks, which 
can cause immediate disturbances in the dynamic response of the sys
tem. These oscillations emphasize the need for comprehensive dynamic 
modeling to capture and analyze the transient behaviors and in
teractions within the grid due to attacking bots, to devise proper miti
gation strategies against cyber-induced instabilities, as thoroughly 
examined in the proposed mathematical formulations in this work. 

In the event of escalating power demand due to large-scale attacks, a 
detectable reduction in generator output is foreseen, which could pre
cipitate a noticeable drop in grid frequency. If such frequency drops 
exceed predefined operational thresholds, it could lead to a sequence of 
generator disconnections, further aggravating the frequency distur
bances and raising the specter of a comprehensive blackout. 

4.3. Large-scale DDoS attack generation 

The exacerbation of the grid’s vulnerability is observed predomi
nantly during periods of peak demand when the operational margins are 
minimal. Grids with a substantial reliance on renewable energy sources 
are particularly at risk due to inherently lower levels of inertia, which 
compounds the grid’s sensitivity to fluctuations. This study quantifies 
the magnitude of such disturbances by examining the outcomes of the 
two successful DDoS attacks that is aimed at the EVCS across buses 13, 
18, and 33. Recorded at distinct instances—t1 = 55 s and t2 = 510 
s—these attacks led to an equivalent active power load increase of 3.11 
MW, similar to the concurrent charging of 429 EVs at a 7.2 kW rate with 
96% charging efficiency. Through the application of the “pyocpp” li
brary, a ’remote_stop_connection’ function was issued, effectively 
isolating the compromised IP addresses and precluding further unau
thorized charging activity. Subsequent to these interventional measures, 
a marked reduction in active power consumption is noticed, as high
lighted by Fig. 6. This decline in power draw, precipitated by the abrupt 
termination of charging processes, is most marked at the specifically 
targeted buses. Concurrently, the system experienced considerable 

Fig. 4. Successful vs. unsuccessful DDoS attacks against EVCS.  

Fig. 5. Impact of a DDoS attack on 12 charging ports on frequency (above) and charging active power (down).  
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variations in reactive power, as depicted in Fig. 7. These observed 
phenomena underscore the need of integrating sophisticated mathe
matical models that accurately reflect the grid’s steady-state equilibrium 
and dynamic response to cyberattacks. The inherent characteristics of 
EV charging, which necessitates both active and reactive power, imply 
that any interruption affects not only real power but also impacts the 
reactive power domain, thus influencing the voltage profile across the 
affected buses. As illustrated in Fig. 8, the voltage profile at the test 
system exhibited an increase post the cyber events where a rise in 
voltage levels was an expected, yet worrisome, outcome. This is pre
dictable as voltage levels are directly correlated with active power; 
when demand suddenly decreases without a corresponding reduction in 
generation, the system encounters a transient overvoltage. 

Following the cyber interference, an increase in the system frequency 
was observed. Under normal operating conditions, the balance between 
generated power and load demand governs system frequency. The 
cyber-induced load reduction created an imbalance, with generation 
momentarily exceeding the reduced demand. This transient over- 

generation phenomenon was manifested as a frequency increase. The 
erratic frequency trajectory, coupled with voltage fluctuations as 
depicted in Fig. 9, exceeds established safe operational parameters. Such 
deviations pose risks of activating protective relays, potentially leading 
to extensive load shedding or even a full-scale blackout. These unpre
dictable fluctuations jeopardize the grid’s stability, potentially trig
gering the system’s protective relays and leading to a blackout. 
Furthermore, the fluctuating power demands impose rapid accelerative 
and decelerative forces on the generator’s turbine/prime movers, 
exacerbating rotor vibrations. Such stress can cause permanent, costly 
damages. To mitigate these risks, ultra-sensitive protective relays are 
crucial, although their activation might result in blackouts and signifi
cant economic impacts. 

Additionally, the wind turbine generator located at bus 3 displays 
transients, characterized by significant oscillations in power output, as 
illustrated in Fig. 10. The model depicts a rapid transient stabilization 
within the initial two seconds, followed by the generator’s stabilization 
at a consistent nominal output level. This phase represents the 

Fig. 6. Active power loss due to denial-of-service attacks.  

Fig. 7. Reactive power fluctuations due to denial-of-service attacks.  
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operational baseline for the wind turbine generator, irrelevant of 
external disruptions. The onset of the first DDoS attack at t = 55 s 
triggers an immediate and noticeable reduction in power generation. In 
the absence of control or defensive mechanisms, the cyberattack directly 
impacts the generator’s command and control systems, severing 
communication with grid operational controls. Consequently, there is a 
sharp decrease in output, falling significantly below the nominal level, 
reflecting the generator’s incapacity to sustain power production amid 
the communication breakdown induced by the DDoS attack. 

In the period subsequent to the first cyberattack, the generator’s 
output fails to return to its original nominal levels. Instead, it exhibits 
increased variability, which is uncharacteristic for wind turbine opera
tions under stable conditions. This enhanced variability points to 
lingering effects from the cyber intrusion, possibly because the control 
systems remain disrupted without the support of cyber defense mecha
nisms to aid recovery. 

The second DDoS attack intensifies the destabilizing impacts of the 
initial assault. This subsequent intrusion further disrupts the generator’s 

operational stability, with power output dropping to lower levels than 
those observed during the initial attack. The oscillatory behavior during 
the attack’s duration suggests ongoing struggles within the generator’s 
control systems to adjust to the erratic signals, or lack thereof, resulting 
from the cyber disruption. Following the second attack, while the gen
eration output shows signs of recovery, it does not regain the stability 
observed before the attacks, continuing to exhibit significant fluctua
tions around a below-nominal average. This persistent instability un
derscores the generator’s compromised operational state in the absence 
of preventive measures, highlighting the crucial role of such systems in 
not only maintaining continuous operation of renewable generation 
assets but also their integration within the broader power grid infra
structure. This emphasizes the need for robust, real-time cyber defense 
mechanisms capable of detecting, mitigating, and recovering from 
cyber-related disruptions. The absence of such systems in this simulation 
demonstrates the extent to which cyber vulnerabilities can affect 
renewable generation, with potential repercussions for overall grid 
reliability and security. 

Fig. 8. Per unit voltage fluctuations due to attacks on buses 13, 18 and 33.  

Fig. 9. Recorded frequency oscillations due to the DDoS attacks.  
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The effects of the cyberattacks on the three-phase current measure
ment are depicted in Fig. 11. Prior to the onset of the initial attack, the 
system operates under typical conditions, with the current magnitude 
showing minor fluctuations around a nominal value due to transient 
dynamics in the simulation. The first DDoS attack on the communication 
link prompts a marked deviation from the nominal current magnitude, 
characterized by a sharp decrease owing to the cessation of charging 
activities and resultant reduction in load. Following the identification 
and resolution of this attack, the current magnitude returns to a more 
stable state, though with increased variance, reflecting the system’s 
adaptive recovery to the aftermath of the cyberattack. The subsequent 
attack triggers a more severe disturbance in current magnitude, marked 
by a sharp decline followed by a volatile recovery phase, suggesting an 
exacerbated impact due to the sequential nature of the attacks. Post- 
second-attack recovery shows a reversion to nearly nominal current 
levels, yet with persistent minor fluctuations, indicating a resilient 

system contending with sequential cyberattacks. The dual-attack sce
nario underscores the network’s susceptibility to rapid, consecutive 
cyber intrusions, where the first attack’s effects seem to sensitize the 
system, leading to an amplified response to the subsequent attack. While 
the system’s capacity to restore operational current magnitudes post- 
attacks evidence robust automated recovery mechanisms, it also un
derscores the need for enhanced defensive strategies to reduce the 
variance in current magnitude and bolster overall system stability. 

It is imperative to acknowledge that, in practical grid environments, 
not every EV will be operating at its maximum charging capacity 
concurrently. Numerous variables, such as the battery’s current state of 
charge, the diurnal cycle, and power regulation strategies implemented 
by the charging infrastructure or the grid management entity, play a 
pivotal role in influencing the real-time power consumption. 

Fig. 10. Oscillation of the wind turbine generator at bus 3 due to the attacks at t = 55 and 510 s.  

Fig. 11. Variations of the 3-ph current measurement vs time due to the DDoS attacks.  
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5. Conclusion 

In the rapidly evolving landscape of transportation electrification, 
ensuring the cybersecurity of energy infrastructures will be a central 
theme in a digitalized world. This work has elucidated the potential 
utilization of EVs as attack surface vectors for cyberthreats, given their 
bi-directional communication capabilities within the smart grid 
ecosystem. This research is motivated by a notable gap in the existing 
literature, particularly the lack of focused research and public awareness 
concerning the cybersecurity challenges associated with EVs. The 
empirical studies conducted on the modified IEEE 33-bus system 
demonstrate the practical implications of cyberthreats on power distri
bution networks. The dynamic nature of each bot’s attack rate over time, 
modeled through a combination of foundational and time-variant rates, 
illustrates the aggregate impact of a DDoS attack on EVCS infrastructure. 
This complexity is further captured in a transition matrix that details the 
potential state changes of active bots, essential for accurately modeling 
the intensity of attacks. 

Employing the Ornstein-Uhlenbeck process, this work provides a 
nuanced understanding of the stochastic behaviors of these cyber
attacks. By integrating queueing theory, specifically the M/G/1 queue 
model, the study offers insights into the transient dynamics of request 
arrivals and processing times during an attack. The observed disruptions 
in both active and reactive power demands at the EVCS, resulting from 
the DDoS attacks, lead to notable deviations in voltage and frequency 
within the broader grid network. 

Crucially, the successful execution of DDoS attacks reveals signifi
cant departures from nominal power settings, directly compromising the 
stability of the grid. Voltage fluctuations and subsequent frequency 
anomalies during and after attacks underscore the profound impact of 
such cyber incidents. In conclusion, as the integration of electric 
mobility advances, its cyber-resilience becomes indispensable. The 
resilience of power distribution networks against cyberthreats is crucial 
for maintaining operational integrity. The findings from this study, 
particularly the simulation of sequential DDoS attacks, underscore the 
necessity for advanced, adaptive protection systems capable of miti
gating complex cyberthreats and facilitating swift recovery to normal 
operations. 

Building on the insights gained, future research will explore a 
broader spectrum of strategies to enhance cybersecurity measures 
within the EVCS environment. This will include the development of 
comprehensive frameworks that incorporate real-time monitoring, 
threat detection, anomaly analysis, and automated response mecha
nisms. In particular, the application of metaheuristic and advanced 
optimization techniques will play a critical role in refining these stra
tegies. These methods can optimize the configuration and operation of 
defense mechanisms, ensuring that protective measures are both effec
tive and efficient. By deploying such algorithms, it will be possible to 
dynamically adapt network configuration, enhance the detection capa
bilities of IDS, and optimize the allocation of network resources to 
mitigate the impact of cyber threats. This proactive approach not only 
enhances the resilience of individual EVCS but also safeguards the sta
bility and reliability of the broader smart grid infrastructure. 
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Glossary 

EVCS: Electric Vehicle Charging Station 
DDoS: Distributed Denial of Service Attacks 
ICMP: Internet Control Message Protocol 
UDP: User Datagram Protocol 
TCP: Transmission Control Protocol 
TCP/IP: Transmission Control Protocol/Internet Protocol 

IDS: Intrusion Detection Systems 
PTP: Precision Time Protocol 
DNS: Domain Name System 
NTP: Network Time Protocol 
SNMP: Simple Network Management Protocol 
λ(t): Time-varying Poisson process 
λ(s): Rate of bots generated attacks 
N: Number of acting bots 
Qij: Transition matrix. 
− λi(t): Transitioning rates of the bots. 
Pij(t): Probability of changing the state from i to j 
Λ(t): Cumulative intensity function 
dW(t): Wiener process 
α,σ: Mean-reversion rate; Volatility rate 
Q(t): The queue length at EVCS 
μ(t): Service rate at EVCS 
β(t): Beta distribution 
μr(t): Refreshment to recovery transition rate 
μf (t): Refreshment to failure transition rate 
Pnominal: Nominal active power at EVCS 
ΔPattack(t): Change in active power due to DDoS 
Qnominal: Nominal reactive power at EVCS 
ΔQattack(t): Change in reactive power due to DDoS 
Vnominal: Nominal voltage level at EVCS 
ΔVch(t): Deviation in charging voltage levels 
Δfgrid(t): Deviation in frequency levels 
M, D: The grid’s inertia constant and damping factor  
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